’—
“Para ocupar um lugar, divide a tuas tropas. Para expandir teu territdrio,
divide beneficios” (A Arte da Guerra, Sun Tzu).
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The problem
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The problem

We want clients to collaborate with information to train our models, but without sharing their data.

Data privacy.

Data minimization.

Access rights.

Data Security (avoid leaks).
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Uses

e Medical domain.

e Financial data.

e Domains with large volumes of distributed data.
o  Eg., Smart Cities.

e User data collection.

o Your smartphone is absolutely not collecting your data.
o kg, Google Keyhoard
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Modeling

Clients update their models using their private data.
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The updates are shared with the central
model, without sharing the data.

How?




Modeling

Share the gradients.




Modeling

The updated model can deployed in the
devices, and the process repeat.

1% 0 O

Model deployed in the clients.




This is Just One Possible Approach

This is defined as “Horizontal federated learning” in Zhang et al. 2025.
Check the paper.

Zhang, C, Xie, Y., Bai, H., Yu, B, Li, W., &
Gao, Y. (2021). A survey on federated [ESEEG—__-.
learning.  Knowledge-Based Systems,
216,106775.
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Limitations

e The model structure must be the same in the server and in the clients.
e fventhe gradients may be used to discover information from the client’s data.
e Synchronicity.
When will the gradients be sent? What happens when we are close to a local minima, and many clients
send the same gradient? When to update the client’s models?..
e (anwe trust the clients?

These limitations have mitigations in the state-of-the-art. Check it out!
E.g., The gradients can be shared using a secure communication channel.



Exercises

1. Implement a simulation of a federated learning environment.
Train a small model on some data.
Copy this model in at least two “clients”.
. Use data that is private for these client to update theis models.
i Share the gradients with the central model.
What happened? How the central model quality compares with @ model that had all the data available?
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